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             Technology-Enhanced Lesson Plan
Lesson Title:  Protecting Yourself on the Net





Created by: Alexandria Luttke
Lesson Abstract:  Understanding and protecting when working with online communications
Subject Area:  English, Media, Business
Grade Level:  9-12
Unit Title:
Michigan Educational Technology Standards Connection: 
Basic Operations and Concepts
1. discuss emerging technology resources (e.g., podcasting, webcasting, compressed video delivery, online file sharing, graphing calculators, global positioning software)

2. identify the capabilities and limitations of emerging communication resources

8. understand the relationship between electronic resources, infrastructure, and connectivity
Social, Ethical, and Human Issues

1. identify legal and ethical issues related to use of information and communication technology

2. analyze current trends in information and communication technology and assess the potential of emerging technologies for ethical and unethical uses

4. discuss the possible consequences and costs of unethical uses of information and computer technology

6. demonstrate the ethical use of technology as a digital citizen and lifelong learner

Technology Productivity Tools
2. use technology tools for managing and communicating personal information (e.g., finances, contact information, schedules, purchases, correspondence)
Technology Research Tools

1. compare, evaluate, and select appropriate internet search engines to locate information

Michigan Grade Level Content Expectations Connection:

Michigan Curriculum Framework Connection:

· CE 1.1.4 Compose drafts that convey an impression, express an opinion, raise a question, argue a position, explore a topic, tell a story, or serve another purpose, while simultaneously considering the constraints and possibilities (e.g., structure, language, use of conventions of grammar, usage, and mechanics) of the selected form or genre.
· CE 1.2.2 Write, speak, and visually represent to develop self-awareness and insight (e.g., diary, journal writing, portfolio self-assessment).

· CE 1.2.3 Write, speak, and create artistic representations to express personal experience and perspective (e.g., personal narrative, poetry, imaginative writing, slam poetry, blogs, webpages).

· CE 1.4.4 Interpret, synthesize, and evaluate information/findings in various print sources and media (e.g., fact and opinion, comprehensiveness of the evidence, bias, varied perspectives, motives and credibility of the author, date of publication) to draw conclusions and implications.

CE 4.2.1 Understand how languages and dialects are used to communicate effectively in different roles, under different circumstances, and among speakers of different speech communities (e.g., ethnic communities, social groups, professional organizations).

· CE 4.2.2 Understand the implications and potential consequences of language use (e.g., appropriate professional speech; sexist, racist, homophobic language).

Estimated time required to complete lesson or unit:

Time: 90-180 minutes


Days:
1-2

Instructional resources:
· Lawler, Jennifer. Cyberdanger and Internet Safety: A Hot Issue. Berkeley Heights, NJ: Enslow Publishers, 2000.
· Sherman, Josepha. Internet Safety. London, England: The Watts Publishing Group, 2003.
Prior required technology skills:

· Http web addresses
· Computer usage with focus on Internet searching
Sequence of Activities:
· Teacher reads to themselves the article at http://www.safeteens.com/safeteens.htm regarding an overview of the Internet and different contact opportunities for teens if you are a novice to the online communication world.

· Teacher reads to themselves the information at the FBI web site regarding safety at http://www.fbi.gov/publications/pguide/pguidee.htm. This information can also be sent home at the end of this lesson either with the child or in the mail. Include a cover letter to explain this lesson and the motivation for sending this information.

· Teacher discusses with students the different types of online communication. Create a visual list for the class. Make sure to include The Web, Chatrooms, Instant Messaging, E-mail, Peer-to-Peer, Newsgroups, Forums, and Bulletin Boards if they do not get on the list during the discussion.
· Allow the students time to individually react to the types of communication they have experienced in their Internet experiences. 
· As the students end their stories, read to them a narrative depicting a student in a dangerous situation regarding communication on the Internet. There are different stories of Internet peril at http://www.netsmartz.org/resources/reallife.htm
· Bring up, via the LCD different types of communication devices and spend some time discussing them individually and their hazards. You may need a temporary unblocking of certain sites, which you will need to get the technology manager in your school or at the ISD involved to remove these blocks for an allotted amount of time. 

· Make sure that while exploring the communication device, the teacher also discusses the dangers and safety precautions. At this point, a supplemental worksheet should be created with fill in the blanks that would go along with a scripted presentation by the teacher for underclassmen. This insures accurate notes are taking regarding safety. Upperclassmen should be able to take independent notes with items stressed by the teacher.
· Via the LCD, visit the Safe Teen web site at http://www.safeteens.com/ and spend some time going over the information available. Allow students to read from the overhead screen some of the contents. Especially, the pages Teen Safety on the Information Highway and Basic Rules of 
Online Safety for Teens.
· If time allows, allow students independently to explore the Internet and find other stories and Internet safety websites that they can add to their list. The additional web sites and articles should be presented in MLA format and be annotated. If the teacher has a web site, create a link to the Kidsmart web site and the Safeteens web site for easier access for the students. 
· Students should submit their notes for inspection. Also, if students searched for other web sites and articles, they should include a list of those items they discovered with their notes. 
Assessments:

· Pre-Assessment: What are students’ prior knowledge of Internet communication and danger?
· Scoring Criteria: Oral 
· Post-Assessment: Assess note taking 
· Scoring Criteria: Credit/no credit for note taking
· Post-Assessment: Understanding of Internet danger reflection using notes 

· Scoring Criteria: Credit/no credit
Technology (hardware/software):
· Computer with Internet access set up with an LCD
· Various web site

· Today Show link for blog article at http://msnbc.msn.com/id/3939829/
· Supplemental letter for parents from FBI at http://www.fbi.gov/publications/pguide/pguidee.htm
· Lesson plans from Internet safety web site at http://www.kidsmart.org.uk/teachers/lessonplans.aspx
· Recommended web sit for teens to visit regarding Internet safety at http://www.safeteens.com/
· Supplemental web site for Internet safety at http://www.cyberangels.org/connected.html
· Stories of cyberbullying and personal narratives of Internet dangers at http://www.netsmartz.org/resources/reallife.htm
Key Vocabulary: The Web, Chatrooms, Instant Messaging, E-mail,
Peer-to-Peer, Newsgroups, Forums, and Bulletin Boards
Application Beyond School: Understanding Internet danger as Internet users
Teacher Reflection and Notes:
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